CONTROLLER GENERAL OF DEFENCE ACCOUNTS - IT&S

ULAN BATAR ROAD, PALAM, DELHI CANTT - 110010
Phone : 011-25665761-63 Fax : 011-25675030

Website : http://cgda.nic.in

Email : cgdanewdelhi@nic.in

No. Mech/EDP/810/Cyber Security

To

Dated: 66/02/2018

Pr CFA/Pr CsDA/CsDA/CsFA/Pr IFAs/IFAs

Sub: Hosting of Website; Security thereof

1. It has been intimated by NIC Cyber Security Group that the following websites

under Defence Accounts Department hosted over NIC Server have not been

audited for Cyber Security Vulnerabilities since launch. As per Security policy

of NIC, it is mandatory that for a website to be audited every two years or

before two years, if the website goes substantial change at code level failing

which the website will be closed down due to security vulnerabilities.

S| Url Owner

no

1. | cdasecbad.ap.nic.in CDA Secunderabad
2. | pao58gtcshg.gov.in CDA Guwahati
3. | Paoascatblr.gov.in

4. | Paoascblr.gov.in

5. | Paoascblr.gov.in

6. | Paocmpblr.gov.in PCDA Bengaluru
7. | Paomlibgm.gov.in

8. | Paopctcblr.gov.in

9. | Pcdablr.gov.in

10. | Paomrcwtn.gov.in CDA-Chennai




. The competent authority has directed that all websites pertaining to
organizations under the Defence Accounts Department including the
ones listed above must ensure compliance of the NIC Security policy
prescribed and obtain the security certification of their websites from
empaneled vendors within as month of receipt of this letter and the
same may be intimated to respective NIC Division under intimation to
this office.

. The Security audit of websites may be carried out through empaneled vendors.

List of NIC empaneled security vendors are available in www.cert-in.org.in.

For security related assistance, Cyber Security Group, NIC may be contacted

at webappsec@nic.in.

. It may be ensured that Security audit is carried out at the prescribed intervals
henceforth.

. Website administrators should monitor access logs regularly for security
threats and initiate preventive measures in a timely manner.

. A compliance report in this matter may be furnished on or before 5™ of March
2018.

This may be accorded “Top Priority” please.
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